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Tunneled EAP

CJ

Wi-FI Easy Connect

Device Provisioning Protocol (DPP)
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Let's set the stage
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Device Classes

COMPUTERS SMART DEVICES IOT / HEADLESS
(desktop OS) (mobile OS)

s e O A == 1=

managed or unmanaged managed or unmanaged unmanaged*
flexible network supplicant flexible network supplicant basic network supplicant
rich Ul rich Ul poor or no Ul
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Typical Enterprise Network b

SUBJECTS AUTHENTICATION " DeVFI)(;iNet
METHODS

"GuestNet"
Open or PSK

ACCESS
METHODS
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16:47 Ne4da

& Network details 7 QA @
T} [ WYZE CAM
Forget | ‘::* "‘»;V/ZLC f@ @
WYZE LABS, Inc.  a3: ;
° ° ° ° ° T %%
' Signal strength Al [ B2 o C 3 [ ) 9 8 [ 1 2 o 3 4 J .»/jf%— rz,-—_-'u:///zgg - ;
Excellent c 1 1

| MAC: 94:51:3D:12:24BF

o

=3 Frequency
5GHz

Security { FCC ID: 2ANJHWYZECT
a WPA2/WPA3-Enterprise ’ '//‘c 9461 3D1 2248F
s Network usa T ——— -~

Privacy
Use randomized MAC (default)

Privacy
<
i Use randomiz

layer 2 address visible over the air

NETWORK DETA
NETWORK DETAILS

MAC addres:
3a:86:9c:f5:87

\I MAC address can be cloned or randomized
3a:86:9¢:f5:87:e0

172.28.101.3

1722810125 not always easy for end users to find

Subnet mask
255.255.255.0
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User Only

device-specific cert* with

the user as the subject
(*can also be a password)

common with
BYO devices

Vi
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CN = ethan.hunt@capptoso.com
Issuer CN = Capptoso Unmanaged Device CA
serialNumber =b87e23%9aa5a98b34dd67a3e4
SubjectAltName:
MSUPN = ethan.hunt@capptoso.com
deviceType =Windows Laptop

CN = ethan.hunt@capptoso.com
Issuer CN = Capptoso Unmanaged Device CA
serialNumber = 13c50afcea343b773a55fa 94
SubjectAltName:
MSUPN = ethan.hunt@capptoso.com
deviceType = Android Smartphone
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Device Only

CN =bos-kiosk-37.device.capptoso.com

deVICe-SpeCIfIC Cert* Wlth Issuer CN = Capptoso Corporate Device CA
- - serialNumber = ed613a9329d59%ad0babacel19
the device as the subject SubjectAltName:
(*can also be a password) dNSName = bos-kiosk-37.device.capptoso.com

deviceType = Windows Desktop
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User + Device

SUBJECT SUBJECT

bos-kiosk-37.device.capptoso.com ethan.huntlcapptoso.com
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Tunneled EAP (TEAP)

RFC 7170
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S Hello! Please send me your machine credential A
U . -
B Here's my machine certificate with username host/bos-kiosk-37.device.capptoso.com = T
H
P
L : Credential 1 Success! Please send me the user credential -
I
c | Heres my user certificate with username ethan.hunt@capptoso.com ... 0 e eeeeeneees > E
A
N \V
T Credential 2 Success! EAP Success! Connected! =
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pr
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STANDARDIZED BUT NOT IMPLEMENTED
Certificate enrollment

STANDARDS EFFORTS IN-PROGRESS
0T / headless device enrollment via TEAP (ETF: draft-lear-eap-teap-brski-05)

JUST'AN IDEA

CTAP2 over TEAP for second factor or passwordless
(potential alternative to smartcard for network access)
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WiI-FI Easy Connect

Device Provisioning Protocol (DPP)
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POLICY ENGINE

BOOTSTRAPPING URI

? wes, DPP:C:81/1,115/36;K:MDkwEwYHKoZI<shortened>=;;
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e
o I

N\ NV _1denhverse-



Traditional Pre-Shared Key

|dentity Binding @
il Unique Per Device

Strong Credential @

DPP Connector

|dentity Binding
Unique Per Device

Strong Credential

&

DPP Enterprise

|dentity Binding
Unigue Per Device

Strong Credential
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AP 9 Do you know who this is?

- O @
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| do! Approved for provisioning. @

POLICY ENGINE
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BULK IMPORT
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Tunneled EAP

Flexible authentication methods
Strong user + device identity binding

Lots of future potential

Wi-Fi Easy Connect

Strong device identity
Simple user experience

Bulk provisioning
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