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we all know how prevalent phishing has become



Hackers don't break in.
They log in.



username + password

+ OTP (SMS) 

username + email magic link

+ OTP (email) 

+ OTP (app) 

+ app push



username, then OTP (SMS), then password

username, then magic link, then password



password

SMS OTP

email OTP

magic link

app push



password

SMS OTP

email OTP

magic link

app push

phishable

phishable

phishable

phishable



username, then password, then FIDO security key

phishing resistant



Phishing Resistance

proximity verifier name binding

login.capptoso.com

login.capptoso.com.site.xyz

Iogin.capptoso.com

myaccount.com

tim@mymail.com

login.capptoso.com
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OK, problem solved, right?

RIGHT?!



No.

still need a 
password

confusing
user

experience

need
multiple

security keys



what if we had just one credential

that was phishing-resistant

with a great user experience

that was always available when you need it?



passkeys



passkeys

are replacements for

passwords
(and all the baggage that comes with them)



Four Pieces

a new name

new features

a new flavor

a new icon



A New Name!

discoverable credentials

WebAuthn

discoverable credentials

FIDO credentials

FIDO2 credentials

passkeys



a password a passkey

passwords passkeys

common noun



but what actually is it?

credential

identifier

private

key

public

key
metadata

relying party

identifier

user

identifier

Tim

Capptoso
capptoso.com1a2b3c uid9a8b





A New Icon!

???



New Flavor!

synced
passkeys



What About Security Keys?

synced
passkeys

device-bound
passkeys



Some New Features!

Cross-Device
Authentication

Autofill UI



dynamic & privacy preserving

easy addition to existing sign in pages

familiar experience for users

Autofill UI



Cross-Device Authentication



Cross-Device Authentication

Bootstrapping
Shared

Devices

Temporary

Access



Why Passkeys?

Standards-based

Asymmetric Cryptography 
without a PKI

Unique Credential 
Per Service

1:1

Natively 
Supported

Phishing
Resistant



phishing resistant

passkeys

happier users

lower costs

better account
security



Start your journey towards passkeys!



Thank you.
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